The use of cyber security standards can greatly assist in the protection of process control systems by providing guidelines and requirements for the implementation of computer-controlled systems. These standards are most effective when the engineers and operators, using the standards, understand what each standard addresses. This paper provides an overview of several standards that deal with the cyber security of process measurements and control systems.
INTRODUCTION
One of the first things a company needs to do when implementing a cyber security program is establish a cyber security policy. This will be the foundation of all cyber security efforts in the future. This policy should be founded on sound principles and practices, the kind that are found in industry standards.
Much of the industry of the United States is dependent on the use of computers for their operation both in information technology (IT) and control systems. These systems are at risk due to increasing cyber intrusions that impact normal operations. Data from the United States Computer Emergency Readiness Team (U.S. CERT) intrusion tracking site show a near-exponential increase in cyber attacks on IT systems over the last decade [1] , and there is a growing body of evidence suggesting that attacks against the control systems of utilities and other critical infrastructures are also increasing [2] . This recognition of control system vulnerability to cyber attacks was emphasized by the President's Commission on Critical Infrastructure Protection. [3] Industry is responding with an interest in how to address cyber threats to their critical control systems. The application of common, proven methods for vulnerability reduction, documented and shared in industry standards and guidelines, can be an important part of a strategy for achieving such reductions at an acceptable cost. This paper presents a description of several documents, consisting of standards, technical reports, and guidelines, relating to the cyber security. The goal of this paper is to assist users of control systems, especially those not familiar with cyber security standards, in providing an increased understanding of cyber security standards that influence the security of process control systems.
Many businesses, as they have become aware of the problems, have begun to respond to these security threats because of increased potential liability and threat of regulatory compliance. Much of the problem can be reduced by application of security principles and practices contained in the cyber security standards. Because of differences in systems, it is important to use the appropriate standards. They can assist in understanding vulnerabilities in a system, help identify specific system problems, and suggest solutions. For these standards to be of benefit, it is necessary to understand something of what each addresses.
This document provides a reference at a point in time. Cyber security standards are evolving at a very fast pace and hence it is necessary for the user to stay current on what standards exist and their current status. This paper only presents a brief overview of some of the standards that exist, with an emphasis on those standards that address control system cyber security.
STANDARDS
A few standards, relevant to control systems in addition to three IT-focused standards, are reviewed. Several of these are standards, some still in draft form, others are reports or guidelines. It is recognized that this is not a complete list of standards that deal with cyber security or even control system security, but this study can help identify those standards that might be of benefit to an organization that uses process control systems.
The following sections present a brief description of the standards and their current status (as of January 2006). Table 1 provides a summary of the various standards addressed in this paper. A more detailed analysis of the relationship of the requirements, presented in some of these standards, is contained in two reports: A Summary of Control System Security Standards Activities in the Energy Sector [6] and Comparison Study of Industrial Control System Standards against the Control Systems Protection Framework Cyber-Security Requirements [7] .
There is some uncertainty with the actual status of some of these documents. A given document may be referred to as a standard in one reference and a report in another. This may be due in part to the various levels of standards. Informative standards provide goals that would assist in securing a system and suggested ways to meet these goals, but do not contain specific requirements, therefore they are much the same as a report. On the other hand, Normative standards contain specific requirements that must be followed. Therefore there is probably more difference between Normative and Informative standards than between Informative standards and reports or guidelines. These designations are not critical to the application of the principles contained in the documents. Although every effort has been made to determine the actual designation by the issuing organization, in some cases there may still be some confusion. [8, 9] will consist of a series of documents recommending practices designed to protect Supervisory Control and Data Acquisition (SCADA) communications against cyber attacks by focusing on securing the communication link between the field devices and the control servers in the control center. [10] It will define one part of a strategy to protect gas, water, wastewater, and electric utility SCADA systems from cyber attack by specifying a means of encrypting the serial data before they are transmitted through vulnerable media such as radio or telephone lines.
[11] Part 1. "Background, Policies & Test Plan," will address the background, security policy fundamentals, and a test plan that generally apply to all areas of cryptographic protection of SCADA systems while Part 2. "Retrofit Link Encryption for Asynchronous Serial Communications," will focus on retrofit link encryption for asynchronous serial communications. It will contain the functional requirements and detailed technical specifications for AGA-12-compliant retrofit devices. Status: Report Not released -There are currently two parts of the standard, both in draft: Part 1 is in the final stage of balloting and Part 2 is in first draft. Additional parts are also planned.
API 1164 -Pipeline SCADA Security
Scope: American Petroleum Institute (API) 1164 [12] is a SCADA security standard that provides guidance to the operators of oil, gas and liquid pipeline systems for managing SCADA system integrity and security. It is specifically designed to provide the operators with a description of industry practices in SCADA security and to provide the framework needed to develop sound security practices within the operator's individual companies. It addresses access control, communication security (including encryption), information distribution classification, physical issues (including disaster recovery and business continuity plans), operating systems, network design, data interchange between enterprise and third-party support/customers, management systems, and field devices configuration and local access. [13] Although the standard does address physical security, the primary thrust of this document is cyber security and access control. [14] describes in detail the key elements of a cyber security management system (CSMS) applicable to manufacturing and control systems, business IT systems, and value chain systems in the chemical sector. It includes references to the Security Code, which provides cyber requirements and management practices for the chemical industry, as well as to other international and domestic cyber security guidelines and standards. It provides best practices and guidance to include in corporate policies, procedures, and practices. Actions for the protection of control systems and information for increasing awareness of the problems, are presented. It attempts to provide practical guidance by first identifying the base-level set of functions key to a CSMS, followed by additional guidance known to be employed by some companies in the chemical sector. [14] Status: Guidelines Released -Version 2. , when released, will be a multipart standard developed by the International Electrotechnical Commission. It will address information security for the control of power systems. There are currently seven parts planned, of which one is in draft. Part 1 of the standard will provide the background on security for power system operations and an introduction to the remaining parts of the standard, primarily to introduce the reader to various aspects of information security as applied to power system operations.
[15] Part 2 will contain definitions of terms and acronyms. Parts 3 through 6 will cover security requirements for various protocols, while Part 7 will address network and system management. [16] Status: Standard -Informative Not released -Parts 1, 3, 4, 5, and 6 were submitted as Committee Drafts (CDs) in May 2005. Comments from National Committees on the CDs were received and responded to during the last meeting of WG15 in September. Parts 3, 4, and 6 have been updated and will then be submitted for CDV (Committee Draft Vote). Part 5 is being updated. Parts 2 and 7 are moving forward. [16] The current status of each of the parts can be found at Reference [17] . [20] , when released, will address the basic concepts, models, and terminology that form the basis for the other standards in the series but will not address guidance in establishing a cyber security program. It will be the first in a series of standards that address the subject of Manufacturing and Control System security.
IEEE 1402-2000 -IEEE Guide for Electric Power Substation Physical and Electronic Security
Status: Standard -Normative Not released. Part 1 is currently in draft stage with first ballot scheduled for the first part of 2006.
ISA SP99.00.02 -Manufacturing and Control Systems Security -Establishing a Manufacturing and Control Systems Security Program
Scope: ISA SP99.00.02 [21] will focus on establishing a security program for manufacturing and control systems. It will provide practical guidance and direction on how to establish a business case for a security program and how to design a security program, tailored to a company's individual needs. This standard will cover cyber security for manufacturing and control systems as it applies, in the broadest possible sense, encompassing all types of manufacturing plants and facilities, as well as other processing operations such as utilities (i.e., electric, gas and water), pipelines and transportation systems or other industries which use automated or remotely controlled vehicles. It will be based on function, not industry, type of control or other limited views. Specifically, Manufacturing and Control Systems include all systems that can affect or influence the safe, secure and reliable operation of an industrial process.
